Manually install an SSL certificate on my Exchange Server 2010
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After yourA certificate requestA is approved, you canA download your certificateA from the SSL manager and
install it on your Microsoft Exchange Server 2010. Copy your certificate files onto the server Find the
directory on your server where certificate and key files are stored, then upload your intermediate certificate (
gd_i i s_i nternedi at es. p7bA or similar) and primary certificate (. cr t A file with randomized name) into
that folder. Add a Certificate Snap-in to the Microsoft Management Console (MMC) Click on yourA Start
Menu, then clickA Run. In the prompt, typeA mmcA and clickA OK. ClickA File, then clickA Add/Remove
Snap-in. On the new window, click theA AddA button. On the new window, selectA CertificatesA and clickA
Add. SelectA Computer accountA for the snap-in and clickA Next. ClickA Local computerA and clickA
Finish. ClickA CloseA on theA Add Standalone Snap-inA window. ClickA OKA on theA Add/Remove
Snap-inA window. Import the Intermediate SSL Certificate In the MCC Console, clickA 4— A to expandA
Certificates (Local Computer). Right click on theA Intermediate Certification AuthoritiesA folder, hover
overA All TasksA and clickA Import. On the new window, clickA Next. ClickA Browse, find your previously
uploaded intermediate certificate file and clickA Open. ClickA Next, verify that the certificate information is
proper and clickA Finish. Close theA the import was successfulA notification. Install your SSL with the
Exchange Management Console Click on yourA Start Menu, then clickA Programs. Click to expand theA
Microsoft Exchange 2010A folder, then clickA Exchange Management Console. In the left navigation panel,
clickA Microsoft Exchange On-Premises. On the main panel, find theA Organization SummaryA section
and clickA Manage databases. In the left navigation panel, click to expandA Microsoft Exchange
On-Premises, then clickA Server Configuration. On the main panel, find theA Exchange CertificatesA
section and click to select your certificate. In the rightA ActionsA panel, find your certificate section and clickA
Complete Pending Request. On the new window, clickA Browse, find your previously uploaded primary
certificate file and clickA Open. ClickA Complete. Note:A If you see an error statingA a€ceThe source data is
corrupted or not properly Base64 encodeda€., press theA F5A button on your keyboard to refresh console.
Verify that your certificate displaysA FalseA in the main panel under theA Self SignedA column. If you seeA
True, you'll want to create aA new Certificate Signing Request (CSR)A andA re-key your certificate. ClickA
Finish. Enable your SSL certificate On the main panel, find theA Exchange CertificatesA section and click
to select your certificate. In the rightA ActionsA panel, find your certificate section and clickA Assign Services
to Certificate. On the new window, select your server and clickA Next. Select the services where you want the
certificate enabled (for example: SMTP, IMAP, POP and IIS). ClickA Next, then clickA Assign. ClickA Finish.
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