Manually install an SSL certificate on my IS 10 server
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After yourA certificate requestA is approved, you canA download your certificateA from the SSL manager and
install it on your 1IS 10 server. Convert your .crt file to a .cer file Locate your downloadedA . crt A file,
and double-click to open it. Select theA DetailsA tab, and then theA Copy to FileA button. SelectA NextA in
the Certificate Wizard. SelectA Base-64 encoded X.509(.CER)A and then selectA Next. SelectA Browse,
locate where you want to save yourA . CERA file, and type in a name for your certificate. SelectA NextA and
thenA Finished. Copy your certificate files onto the server Find the directory on your server where
certificate and key files are stored, then upload your intermediate certificate (gd_i i s_i nt er nedi at es. p7b
A or similar) and primary certificate (. cer A file that you just converted) into that folder. Add a Certificate
Snap-in to the Microsoft Management Console (MMC) Click on yourA Start Menu, then clickA Run. In
the prompt, typeA mmcA and clickA OK. ClickA File, then clickA Add/Remove Snap-in. On the new
window, click theA AddA button. On the new window, selectA CertificatesA and clickA Add. SelectA
Computer accountA for the snap-in and clickA Next. ClickA Local computerA and clickA Finish. ClickA
CloseA on theA Add Standalone Snap-inA window. ClickA OKA on theA Add/Remove Snap-inA window.
Import the Intermediate SSL Certificate In the MCC Console, clickA 4— A to expandA Certificates (Local
Computer). Right click on theA Intermediate Certification AuthoritiesA folder, hover overA All TasksA
and clickA Import. On the new window, clickA Next. ClickA Browse, find yourA

gd_iis_intermediat es. p7bA intermediate certificate file and clickA Open. ClickA Next, verify that the
certificate information is proper and clickA Finish. Close theA the import was successfulA notification.
Install your SSL certificate Click on yourA Start Menu, then clickA Run. In the prompt, typeA inetmgrA
and clickA OKA to launch the Internet Information Services (11S) Manager. Under theA ConnectionsA panel
on the left, click on yourA Server Name. In the main panel under theA 11SA section, double click onA Server
Certificates. Under theA ActionsA panel on the right, clickA Complete Certificate Request. On the new
window, clickA ...A to browse, find your previously uploaded primary certificate file and clickA Open. Add aA
Friendly nameA to easily identify this certificate in the future. In theA certificate storeA option, selectA Web
HostingA and clickA OK. Bind the SSL certificate Under theA ConnectionsA panel on the left, clickA a—,
A to expand theA SitesA folder. Click theA Site NameA that you plan to install the SSL certificate onto.
Under theA ActionsA panel on the right, find theA Edit SiteA section and clickA Bindings. On the new
window, clickA AddA and fill out the following information: Type:A selectA https. IP Address:A selectA All
Unassigned. Port:A type inA 443. Host name:A leave this empty. SSL Certificate:A select your recently
installed SSL. ClickA OKA to confirm, thenA CloseA for theA Site BindingsA window. Restart 1IS Under
theA ActionsA panel on the right, find theA Manage WebsiteA section and clickA Restart. Note:A As a
courtesy, we provide information about how to use certain third-party products, but we do not endorse or
directly support third-party products and we are not responsible for the functions or reliability of such
products. Third-party marks and logos are registered trademarks of their respective owners. All rights
reserved.
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